Confidentas

Turning Trust into Value

Security Coaching for Project Managers

Service Description

Scarce Resources

Project managers often lack time and resources
for addressing security aspects during each and
every phase of their project. As a result, last-
minute repairs of security deficiencies stress
the scarce project resources. Then it is too late
for a careful and reasonable security
conception.

Timely and professional management of
security matters helps implementing effective
security and keeping the project in time and in
budget.

Hassle-free Security Implementation

We assist moving the project to a point where it
can be handed over to an operational unit
without security concerns raised by security
officers, users, customers, institutions or
authorities.

We support project managers in handling
information security matters in every project
stage, allowing them to concentrate on their
core management activities.

Applicable both to individual project phases or
across the entire project, we help satisfying
information security policies by a wealth of
security tasks, including

performing risk assessments,
coordinating security activities,
communicating risk status,
analyzing security needs,
specifying security requirements,
developing security concepts,
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designing security architecture,
establishing trusted processes,
performing feasibility tests,
evaluating security products,
planning implementation,
selecting security vendors,
reviewing configurations,
monitoring operations,
maintaining documentation,
providing security trainings,
running awareness campaigns.

Expertise matters

Familiar with all facets of information security,
including regulations, people and technology
issues, we have helped bringing several large
scale and complex projects to success.

Optimized Time and Budget

Making use of Confidentas' substantial and up-
to-date security expertise allows smart project
managers stay focused on their core tasks and
optimize their project resources. Security
policies get implemented in an efficient and
cost justified manner.

About Confidentas

Confidentas helps organizations with
elevated security and compliance
requirements identify, assess and manage
business risks related to confidentiality,
integrity and availability of information.

Confidentas GmbH
Fabrikmattenweg 8
CH-4144 Arlesheim
Switzerland

For general information about Confidentas
please refer to

inquiries@confidentas.com
http://www.confidentas.com
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From Planning to Operations

Confidentas

Turning Trust into Value

The service Security Coaching for Project Managers can be applied either as a continuous coaching process across the entire project or
selectively for individual project phases.

Coaching,
Coordination,
Communication

Planning

Analysis

Development

Deployment

Operation

Security and risk management guidance, coordination of security related project tasks, status communication and
presentation, know how transfer

Risk Management

High level
assessment

Risk identification,
Business impact
analysis

Detailed risk
assessment,
Risk treatment

Risk mitigation,
Action plan

Risk control and
acceptance

Risk review and
monitoring

Security Concept

Market research
Feasibility study
RFI

Overall security
requirement
analysis

Security concept
and architecture

Security measures,
vendors, products

Security concept
implementation

Effectiveness re-
view,
Incident handling

Identities, Roles
and Privileges

Organizational
requirement survey

Roles and respon-
sibilities require-
ment analysis

Identity, role and
privilege modeling
and concept

Roles and respon-
sibilities description

Role concept
implementation

Review and
monitoring role
model

Secure Processes

Business process
requirement survey

Security process
and usage require-
ment analysis

Security process
design

Process description
Regulations, oper-
ating procedures

Implementation of
security processes,
Training

Risk status
review,

Process improve-
ment

Project Manage-
ment and
Administration

Project proposal, credit request, cost/benefit analysis, TCO calculation, resource management, documentation, quality
management

Table: Security Coaching for Project Managers - Service Description by Project Phase
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